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Abstract: The work presents the possibility to use Kali Linux in the process of
power electronic devices research, which has not been applied before. Several
of the built-in tools of Kali Linux have been used for the purpose of the
research. Nmap has been used for vulnerability testing - scanning for open ports
and finding out specific, well-known security vulnerabilities by using specific
scripts. Wireshark and Burp Suite have been used to find out if the exchanged
information is secure or not. hping3 has been used to scan for open ports and
generating different TCP DoS attacks, thus studying what is the response of the
power electronic device when it is subjected to different TCP DoS attacks — can
it be accessed or not, has it experienced any performance violation, etc. Based
on the results of this research, it can be argued that Kali Linux is applicable and
can be used during the process of power electronic device research.
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1. INTRODUCTION

The main researches related to power electronic devices (PEDs) are mainly focused
on discovering new circuit/schematic solutions; improving existing circuit/schematic
solutions; improving the efficiency of PEDs; using new chemical components, in the
production of power electronic components (transistors, diodes, etc.); solutions to
improve the transistors switching process, etc [1, 2]. Studies focusing on the
communication capabilities of the PEDs, such as characterizing the generated
communication traffic or studies related to finding out security vulnerabilities or finding
out if the information exchange secure or not, are not as numerous [3, 4]. These types of
researches are equally important due to the capability of the PEDs to connect to the
Internet and be remotely controlled and monitored. Currently, any device connected to
an [P network/Internet is a potential victim of different cyber-attacks. That’s why, this
kind of researches are also of great importance.
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In this work, the use of Kali Linux [5] in the process of PEDs research has been
proposed which to our opinion is novelly. Kali Linux is used for penetration testing of
various IP network communication devices, not for PED researches. Kali Linux has
many different tools that can be used to find out if the data exchange between the PED
and the monitoring center secured. The applicability of Kali Linux has been presented
with results from a case study of a PED. Additionally, the response of the studied PED
when it is a subject to a TCP DoS attacks has been studied - under which attacks it can
be accessed and under which attacks remote access will be impossible.

2. RELATED WORK

In [6], the authors have provided a comprehensive overview in which they consider
various cyber-attacks that can be applied to different devices in smart microgrids and
what impact each of the considered attacks have. They have paid special attention to
false data injection (FDI) attack as it is one of the dangerous cyber-attacks for
microgrids. The authors have also looked at ways to protect against these attacks.
Additionally, they have paid attention to the ways of composing the attack as well as the
ways of preventing this attack.

In [7], the authors have provided a comprehensive review on cyber-physical (CP)
attacks, vulnerabilities and ways to mitigate the negative impact of these attacks on
power electronic devices. They have done a review on the security of power electronic
devices deployed in smart grids. Some of the most massive cyber-attacks applied on
cyber-physical systems have been discussed. The authors have reviewed various
methods to mitigate the effect of applying these attacks on cyber-physical systems.
Additionally, the authors discussed on what would be the future, in terms of security of
cyber-physical systems.

In [8], the authors have created physics-guided machine learning to detect cyber-
attacks against electric vehicles based on different driving scenarios. The proposed
model detects the presence of a cyber-attack by continuous monitoring the current and
voltage parameters of the electric motor as well as data from the physical dynamics of
the vehicle. For validation, the authors have used the OPAL-RT hardware-in-the-loop
(HIL) platform.

In [9], the authors consider the cyber-physical security of PV systems from the
perspective of firmware, network, PV inverter management, and grid security. They
discuss the vulnerabilities of PV systems when they have been attacked by various cyber-
attacks. Modell-based and data-driven methods to detect threats and reduce the
likelihood of their realization have been discussed. The authors have carried out
numerous simulation and experimental studies to demonstrate the effect of attacks on
the converters and the overall system.

3. EXPERIMENTAL SETUP AND RESEARCH METHODOLOGY
3.1. Experimental setup

Figure 1 presents the experimental setup. It consists of a Wi-Fi router, a managed
switch and two mobile workstations - one running Kali Linux and the other running
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various IP network traffic monitoring tools. The managed switch has been used because
of the mirror port feature, by which all the traffic that is processed by the switch is copied
to that port on which the mobile workstation has been connected, through which the
traffic that has been exchanged between the studied Power Distribution Unit and the Kali
Linux has been monitored. The studied PED is a Power Distribution Unit (PDU) which
is used by ISPs (Intemet Service Providers) to manage the power supply of their
communication equipment as well as to monitor certain parameters such as temperature,
humidity, availability of power supply etc.

(ta)

‘ Managed Switch

Kali Linux J PDU

Mobile
workstation

Figure 1. Experimental setup/network.
3.2. Research methodology

Through the various built-in tools of Kali Linux, it will be found out what is the
security status of the studied PDU (by using port scanning tools, protocol network
analyzers and other tools). Based on the obtained results from these tools, an analysis
will be made about the level of security of the PDU and if the data exchange between
the PDU and the monitoring and control center secure or not.

Additionally, the studied PDU will be subjected to various TCP DoS attacks. The
results of these attacks will be analyzed to summarize what impact each of the attacks
have on the performance of the studied PDU.

4. RESULTS FROM THE STUDY
4.1. Vulnerability testing results

Figure 2 presents the results for finding out open ports. For this purpose, the Nmap
tool has been used to scan for open ports and to find out various well known security
vulnerabilities. In this example, the TCP SYN scan (“-sS” command) was used to scan
all ports (“-p 1- 65535”). In this port scan method, full TCP three-way handshake has
been used. As it can be seen, only port 80 is open. This is so because the PDU can only
be accessible and managed through a browser. The rest of the ports are closed. This is
very good from a security point of view because only one port will need to be secure.
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Figure 2. Result from the port scanning from Nmap.

Figure 3 shows the results of running the “hping3” tool. As it can be seen the results
are the same with the results from the Nmap scan - only port 80 is open, all others are
closed.

Nmap also supports features for finding out specific, well known security
vulnerabilities. This has been done by using scripts of execute specific commands to find
out a particular vulnerability. Figure 4 shows the result of such a test - a vulnerability
testing to DoS attacks. The script "http-slowloris-check" tests the internal web server for
vulnerability to the Slowloris DoS attack without starting a real DoS attack. The result,
"LIKELY VULNERABLE", means that the studied PDU can be a victim to such attack,
but depending on the embedded web server architecture and certain constrains, a
complete denial of service is not always possible. This has been noticed in the subsequent
tests with different TCP DoS attacks applied on the PDU.
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Figure 3. Result from the port scanning from hping3.
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Figure 4. Result from executing the script http-slowloris-check.

Nmap supports many different scripts to find out different well known security
vulnerabilities. These scripts are many and testing them individually is time consuming.
There is also a global vulnerability test option that includes all vulnerability testing
scripts. This is the "vuln" script. Figure 5 shows the result of running this script. As it
can be seen from the obtained result, the only vulnerability found out by the tool is the
one found out earlier when using the "http-slowloris-check" script. No other
vulnerabilities have been found, which is great, because the tested PED is very limited
in terms of communication capabilities, due to its working principle - to manage the
power supply of communication equipment.

In this work, Wireshark has been used to find out if the data exchange between the
PED and the monitoring and control center secured or not. The tool has been integrated
in Kali Linux. Figure. 6 shows the result of the study. 192.168.1.6 is the IP address of
the tested PED and 192.168.1.22 is the IP address of the Kali Linux. The obtained result
shows that the account information is exchanged insecure - usemame and password are
just Base64 encoded but not encrypted. Thus, this information has been transmitted
almost as a plaintext and can be hacked very easily.

Burp Suite Community Edition which is a tool that can also be used for finding out
if the data exchange secure or not. Figure 7 shows the result of using the tools. As it can
be seen the result, is the same as the Wireshark result. Since simple encoding is used
(Base64) and no encryption, the tool immediately decodes the usemame and password.
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Figure 5. Result from executing the script “vuln”.
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Figure 7. Result from Burp Suite Community Edition.

The results from both tools show that important information such as the username
and password has been exchanged insecure (not encrypted), but only encoded to be
transmitted over the line. This is unacceptable because the studied PED can be hacked
and manipulated very easily. The easiest and fastest way to solve this problem is to use
the VPN (Virtual Private Network) technology. In this technology, a "virtual tunnel" is
created between communicating devices, through which information is exchanged
encrypted. This will solve the problem of insecure data exchange. Other technologies,
techniques and methods to secure the exchange of insecure information can be found in
[10,11,12].

4.2. Results from the penetration testing

In this work, the ability of Kali Linux for generating various TCP DoS attacks will
be used. This will reveal how each DoS attack affects the network performance of the
studied PDU. For the purpose of this work the “hping3” tool has been used to generate
the DoS attacks.

The network traffic exchanged between the PDU and the monitoring and control
center during normal operation mode is shown on figure 8. There is very little network
traffic. It is generated when the device is remotely accessed/managed. This traffic is due
to packets being exchanged to support the HTTP session on, sending control commands,
and sending statistical information such as temperature, humidity, and more. Almost no
traffic is generated/exchanged at the times when the PDU is not accessed or managed.

Figure 9 presents the amount of TCPSYN and TCP SYNACK packets. Again, the
results are for normal operation mode. The graph shows, that the amount of these packets
is small.
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Figure 10 presents the results of the processed traffic during a TCP SYN DoS attack.
The graph shows that the network traffic processed by the studied device is very large,
unlike the normal mode of operation. This traffic represents TCP SYN packets that are
sent from Kali Linux to the PDU. The PDU could not be accessed remotely because it is
flooded with TCP SYN packets and cannot manage to process all TCP requests.
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Figure 9. TCP SYN and TCP SYNACK packets in normal operation mode.
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Figure 10. Total traffic during TCP SYN attack.

Figure 11 presents the results for the amount of TCP SYN and TCP SYNACK
packets that are processed by the PDU. As it can be seen the amount of the TCP SYN
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packets is much higher than during the normal operation. TCP SYN ACK packets are
almost zero. This result is normally given when TCP SYN attack has been used.
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Figure 11. TCP SYN and TCP SYNACK at the time of the TCP SYN attack.

Figure 12 presents the network traffic processed by the PDU during a TCP ACK
DoS attack. During this attack, Kali Linux sends only TCP ACK packets to the device.
Again the graph shows that the network traffic is high. What is special about this DoS
attack is that the PDU has been accessed remotely without problems, regardless of the
large number of TCP ACK packets it has to process.
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Figure 12. Total traffic during TCP ACK attack.

Figure 13 presents the amount of TCP SYN and TCP SYNACK packets. As it can
be seen from the graph, TCP ACK attack does not affect the TCP session, so the PDU
can be accessed remotely. This study confirms the result of PDU vulnerability testing,
where the result was that not every DoS attack applied on the test PDU will be successful.
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Figure 13. TCP SYN and TCP SYNACK at the time of the TCP ACK attack

Figure 14 represents the traffic processed by the PDU during a TCP RST attack.
During this attack, Kali Linux transmits a huge amount of TCP RST packets to the PDU.
Again, the processed traffic is very large due to flooding with TCP RST packets. Despite
this flooding, the PDU can be accessed remotely.
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Figure 14. Total traffic during TCP RST attack.

Figure 15 represents the amount of TCP RST packets that have been exchanged
during the attack. The graph shows that the number of these packets is significant. This
is normal for this attack.
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Figure 15. TCP RST packets at the time of the TCP RST attack.

Figure 16 shows the results for the amount of the TCP SYN and the TCP SYNACK
packets exchanged at the time of the TCP RST attack. The graph shows that the TCP
RST attack does not have any impact on the amount of TCP SYN and TCP SYNACK
packets. These results reconfirm the vulnerability analysis done by Nmap that not all
DoS attacks can be successful.
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Figure 16. TCP SYN and TCP SYNACK at the time of the TCP RST attack.
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Figure 17 shows a summary of the traffic that the PDU processed during all DoS
attacks. As it can be seen from the graph, only when there was a DoS attack the traffic
was significant. During normal operation, the traffic was minimal.
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Figure 17. Total traffic for the whole study period.

5. CONCLUSION

Using Kali Linux in the PEDs research process has been proposed. The applicability
of Kali Linux has been proven by the practical study that has been done with it.

With Kali Linux, various studies/tests can be carried out to find out what is the
security level of a given PED as well as what would be the response of a given PED
during certain cyber-attacks.

The studied PDU was tested for vulnerabilities with Kali Linux. From the obtained
results, it was found that the PDU had only one open port, port 80, through which remote
access to the PDU was performed. This was determined using the Nmap and hping3
tools.

Vulnerability analysis was performed using scripts and the Nmap tool. From the
analysis it was found that the internal Web (HTTP) server of the PDU was set up in such
a way that not every DoS attack would be successful. This was confirmed by the
performed tests with different TCP DoS attacks - only during the TCP SYN attack the
studied device could not be accessed or managed - the DoS attack was successful. During
the other DoS attacks — the TCP ACK and the TCP RST attacks, the studied PDU was
accessed remotely, i.e. the DoS attacks were not successful.

The carried-out research proved the applicability of Kali Linux in the process of
PED research. The results of such research can be taken into account when installing
power electronic devices in IP networks to provide their cyber security.
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