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Abstract: This article explores the use of artificial noise to defend against
power analysis and power analysis-based side-channel attacks on AES
encryption. The study covers both hardware and open-source software
components for performing power analysis and provides an analysis of
attack performance. It also explains how security measures against side-
channel attacks can be implemented without disrupting system operation.
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1. INTRODUCTION

Cryptography is a method for securing information by converting it into a format
that is unreadable without the proper key. This process involves the use of
mathematical functions for both encryption and decryption, which are based on a
specific key value [1]. However, the use of semiconductor materials in hardware can
cause weaknesses in these techniques. Paul Kocher [2] was one of the first to study
the area of power analysis exploiting these weaknesses, followed by Thomas
Messerges et al. [3] who introduced the differential power analysis (DPA) method.
To counter side-channel attacks, Rambus offers protection methods such as the DPA
Software Library, DPA Resistant Hardware Core, and DPA Workstation. The
company provides libraries to design hardware that is resistant to side-channel
attacks. NewAE Technology Inc. provides security training for embedded systems
and applications to understand side-channel attacks.

A side-channel attack using a security vulnerability in a microprocessor or
system that tries to uncover information by measuring and analyzing various
parameters of known cryptography methods, such as AES encoding. However
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attackers are able to detetct the encryption method as well. Although the detection
of the encryption method is not covered in this paper.

The methods used in side-channel attacks include timing measurements [4, 5],
electromagnetic emission [6], and power consumption [2]. This study focuses on
power analysis-based side-channel attacks, which are one of the most aggressive
forms of attack, as they monitor the system's power consumption. To avoid power
analysis-based attacks, software and hardware measures must be taken, as it is
impossible to prevent the system's power consumption.

The study evaluates the performance of side-channel attacks made using
conventional power analysis methods with added artificial noise to the power supply.
The study aims to develop a noise protection method that adds noise to the source
when the AES keys are resolved by the program and analyzes its performance. The
designed method allows the processor to operate with a standard power supply at all
other times.

2. POWER ANALYSIS ATTACKS

Power analysis is a type of side-channel attack that assesses the power
consumption of a microprocessor or system [2]. The power consumption of
electronic systems fluctuates based on the data processed in the system or the
operations performed. The attacker can use various power measurement techniques
to find the key, and if needed, analyze the power consumption during encryption.
This is done by sending known plain texts to the target system and measuring the
power consumption. Subsequently, the power consumption measures are analyzed
using Simple Power Analysis (SPA), Differential Power Analysis (DPA), or
Correlation Power Analysis (CPA). This results in the attacker gaining information
about the encryption process.

SPA, or Simple Power Analysis, looks at changes in power consumption during
cryptography by comparing obtained power samples from target microcontroller unit
(MCU). DPA, or Differential Power Analysis, focuses on the dynamic power
consumption caused by data flow within the system, taking into account the
Hamming weight and its relationship with power consumption and the number of 0s
and 1s in a byte.

In this study, the resilience of the Correlation Power Analysis (CPA) side-
channel attack method is evaluated. CPA is preferred over SPA and DPA because it
can generate more accurate results by computing the correlation coefficient between
the power samples and actual power consumption, providing a more in-depth
examination of the data.

2.1. Correlation Power Analysis (CPA)
CPA is an advanced form of DPA, which involves calculating the correlation

coefficient between the power samples collected and the actual power consumption
for each byte. This enables the correlation between the subcode guesses and the
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measured traces to be determined. The calculation requires a model of the bit
changes in the system, with the simplest being the Hamming distance (W) model,
which is related to the Hamming weight model. The Hamming distance is calculated
by XORing the subsets of the Hamming weight, using the formula below with
subsets M and R.

W(M,R) = HW (M®R) (1)
In the real case with N power curves for prediction, random data words M;
associated with, W; and, N. Known data words for a given reference state, R, H; p =

H(M;®R) produce a set of estimated Hamming distances, N. Estimation of the py,
correlation factor is as follows [14].
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Correlation power analysis allows the depreciation of the complexity of the
attack. For example, a 128-bit AES key has a probability of 2128, It is not possible
to try this number of possible keys. Therefore, it is not possible to perform a brutal
force channel attack. When we use a CPA Side Channel Attack, each subkey size is
1 byte. A byte has 2”8 possibilities Since the size of the entire password is 16 bytes,
the probability is calculated as 212 from 28 x 2%, This calculated probability value
creates a testable result based on a brute-channel attack.

PwH (R) = (2)

3. AN ENHANCED CARD FOR SIDE-CHANNEL ATTACKS:
CHIPWHISPERER NANO

The study utilized the ChipWhisperer-Nano[7], produced by NewAE, for side-
channel power analysis. The ChipWhisperer-Nano is a low-cost, external power
consumption analyzer and Voltage Glitching device, as depicted in Figure 1. It
consists of two components: a measurement part and a target part featuring an
STM32F030 microcontroller, connected to the measurement part via a power
connection resistor series. However, since the STM32F030 microcontroller does not
have an internal Digital to Analog Converter (DAC), the study employed the
STM32L432KCJ[8] microcontroller with a 5 Ms/s DAC (shown in Figure 1) as the
external target. The measurement part includes an 8-bit Analog to Digital Converter
(ADC) from Texas Instruments, which can sample up to 20MS/s and perform power
measurements for side-channel attacks. The ADC samples using either the external
target device clock or internal synchronous/asynchronous clock, and a low-cost
amplifier is used to amplify the power signals before they are sampled, since noise
power is not very significant in comparison to main power supply. The device also
features a positive edge-triggered flip-flop from Texas Instruments and a CMOS
Clock Buffer from Skyworks for Clock Routing and selection. The Multiplexer has
two clock inputs, one from the internal 12 MHz crystal oscillator in the measurement
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part and the other from an external clock. The ChipWhisperer Nano employs a
Microchip SAM 4S16 microcontroller for communication with the host via USB and
sample storage, with firmware written by ChipWhisperer to interact with the host's
Python API and perform side-channel attacks. However, due to hardware restrictions
in transmitting the ADC samples over USB in real-time, the number of samples that
can be taken from the target device is limited to 50,000 by the RAM capacity of the
microcontroller. The device boasts a key feature of Synchronous Capture
technology, allowing for loop-accurate signal measurement and outperforming a
standard asynchronous oscilloscope by taking fewer samples in synchronous mode.
It is designed for external target attacks, either by cutting from the indicated red
column line on the PCB or by cutting the series resistors at the target device's power

supply input.
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Figure 1. A picture of ChipWhisperer Nano Power Analysis Device and Target Nucleo
Board

3.1. ChipWhisperer Software

The ChipWhisperer software [9] is a set of open-source tools designed for
hardware security researchers. It includes hardware components (ChipWhisperer
cards) to measure from target devices, firmware written in C for microcontrollers,
and a Python library that enables communication between the ChipWhisperer
hardware and the host [10] computer. This setup allows for various side-channel
attacks to be created using the Python API on the target device.

4. IMPLEMENTATION OF SIDE-CHANNEL ATTACK

In the diagram shown in Figure 2, power measurements were made with the
ChipWhisperer Nano in the system used for measurements over the serial resistance
at the power input of the target microcontroller. For syntetic noise injection, the DAC
output of the target microcontroller is connected to the power input of the
microcontroller, and it is aimed to mask the information arising from the noise at the
input of the microcontroller. DC signals at the DAC output are filtered with a DC
blocking capacitor.
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Figure 2. Connection Circuit of ChipWhisperer Nano and target Target Microcontroller
for preventing CPA Side Channel Attack by syntetic noise.

4.1. Designing the Noise to be Created by Software Control

In this study, the embedded software was developed using the STM32CubeMX
software and the ARM GCC compiler. The software was designed to run on the
STM32L432KC microcontroller, and it utilized a C-programmed AES encoder
named Tiny-AES[11] with 128-bit AES keys. A special design was created for the
STM32L432KC microcontroller to implement the side-channel analysis attack. The
microcontroller was equipped with a DAC component, which was used to generate
white noise through the configurable White Noise Generator provided by STM[12].
This generated noise was uniformly distributed, with a flat spectral distribution, but
it was not Gaussian.

The white noise produced by the White Noise Generator had an output voltage
of 256mV. However, for the tests conducted in this study, higher mV values were
required, and thus the magnitude of the noise was adjusted using a gain defined in
Figure 3 of the block diagram. The output voltage of the DAC was calculated using
the equation:

Vout = Vwhite Noise ¥ ain (3)
The frequency of the signal generated at the DAC output of the microcontroller

was controlled by the divider, which was dependent on the timer component. The
frequency was determined using the following expression:
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fTimer
Jpac = Prescaler )
During the operation of the AES algorithm, the signal generated at the DAC
output of the STM32L432KC microcontroller was applied to the power input of the
microcontroller. The software block diagram for the microcontroller is shown in

Figure 3.
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Figure 3. Block Diagram of the Developed Algorithm for for preventing CPA Side Channel
Attack by syntetic noise.

5. CPATEST RESULTS

As the AES algorithm was executed on the STM32L432KC target
microcontroller, the tests began to apply white noise starting at 1mV. The CPA Side
Channel Attack recorded the first incorrect AES subkeys when a noise value of
512mV was introduced. As the noise level increased, the CPA Side Channel Attack's
calculation errors also increased exponentially At 910mV, the CPA Side Channel
Attack miscalculated all AES subkeys. The results of the analysis performed by the
ChipWhisperer-Nano system were recorded and represented in Figures 4, 5, and 6.
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Figure 4. It displays graphs depicting the values recorded by ChipWhisperer-Nano while
the AES algorithm was being executed on the STM32L432KC microcontroller, with
variations in power input and noise levels. The AES subkeys, ranging from 0x00 to OxFF,
are depicted using different colors. The corret subkey AES subkey 0x2B, is represented in
light blue.

Figure 4 specifically shows the results of the Side Channel Attack with noise
injection. The correct AES subkey (0x2B) was depicted in light blue, while the other
AES subkeys from 0x00 to Oxff were shown in different colors. When the tests were
performed in a noiseless environment, it was observed that the power difference
generated by the correct subkey was significantly higher compared to the other
subkeys. As the noise level was increased to 512mV, the effect of noise injection on
the other subkeys was evident, with an increase in power values. However, even with
the added noise, the correct AES subkey still generated a higher power value, and
the first subkey was successfully obtained through the Side Channel Attack. At the
highest noise levels of 768mV and 910mV, the power consumption difference
created by the switches was effectively masked by the noise, as the AES subkeys
from 0x00 to Oxff had similar power consumption values.

The results of the Side Channel Attack with masked power input information
can be seen in Figures 5 and 6. At the start of the tests, when the power input
information was not masked, the success rate of the CPA Side Channel Attack was
100%. However, as the noise level was increased, starting from 512mV, the success
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rate started to decrease exponentially. At the highest noise level of 910mV, no
correct AES subkey could be obtained, and the success rate of the CPA Side Channel
Attack was reduced to 0%, as shown in Figure 5 in volts. Figure 6 is the signal to
noise representation of injectdet syntetic noise, while the power supply voltage of
target CPU is equal to 3.3 Volts.
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Figure 5. The number of incorrect AES subkeys obtained in CPA Side Channel Attack
tested with 320 different AES subkeys between 256mV-910mV values.
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Figure 6. The noise power converted to signal to noise ratio (SNR) using the 3.3 volts of
CPU power supply from Figure 5.
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It has been established through the conducted experiments that the application
of noise to mask the power input information of the target microcontroller effectively
reduces the success rate of CPA Side Channel Attacks.

6. CONCLUSION

This paper explores the power analysis type of side-channel attack and its
vulnerability when an artificial noise is added to the power supply. The results
showed that injecting noise at a level of 12 dB, which does not impact digital
operations, effectively prevented security keys from being obtained via correlation-
based power analysis (CPA). This highlights the potential for systems to prevent
attacks by adding noise to the power supply through a DAC unit or an external noise
source. While this does not guarantee complete security, it provides an additional
barrier for attackers. The authors view their noise analysis, which assesses the
performance of a CPA Side Channel Attack, as a noteworthy contribution and a
foundation for the development of more effective side-channel attack prevention
methods.

As a future work, a software-controlled circuit that can randomly draw
power can be added to microcontroller design, making it possible to develop
and validate this study within an FPGA. This way, more secure designs (IPs)
can be created for Side Channel Attacks in microcontroller and FPGA
systems.
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